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Abstract— The proliferation of mobile devices, coupled by the
increase in their capabilities, have enabled the establishment of a
rich mobile computing platform for various applications. In this
paper we propose a probabilistic code distribution model that
enables a mobile device to execute code segments through the
help of nearby mobile devices in a secure and resilient manner.
The model relies on randomization and replication techniques
against unhelpful devices that do not execute their assigned
code segments and malicious ones that try to reveal the overall
application. We derive bounds to ensure the success of our scheme
with a very high probability. Simulation and implementation
experiments using MICAz sensors are conducted to validate our
model and study the performance of our scheme.

I. INTRODUCTION

Over the past few years, we have witnessed a major explo-
sion in the number and capabilities of mobile devices (e.g., cell
phones, sensors, robots, etc...). Such devices have grown from
simply running a set of limited and specific functionalities
to supporting a much larger set of applications. Additionally,
most of these devices offer different wireless technologies
(e.g., WiFi, bluetooth and cellular) to enable communication to
other devices and/or to the infrastructure. The availability of
such communication technologies, coupled by the advances
in the capabilities of mobile devices, have enabled a rich
mobile computing platform for various applications. Recently,
there has been some work that aims to harness such mobile
computing environment by enabling the partitioning of ap-
plication between the mobile devices and the infrastructure
[1]–[5] to achieve a number of goals, including reducing
power consumption, reducing the execution time and ensuring
security, among others.

In this paper, we envision applications that require the help
of nearby devices in executing code segments. Such applica-
tions arise in many scenarios in which executing the whole
application on a single device is not feasible due to various
constraints such as: (a) limited battery power, since a single
device may not have enough battery life to execute the whole
application to completion; (b) limited infrastructure access,
since a single device may not have access to the infrastructure
(e.g., dead zones, remote areas) or there is a high cost incurred
(e.g., exceeding the cellular data allowance); (c) different
working data sets [6], since nearby mobile devices may operate
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on local data stored on them (e.g., photos captured within
a specific time frame) or acquire data from the environment
around them (e.g., collecting sensor information).

Due to the distributed execution of code segments, we
must assume the existence of unhelpful and malicious devices.
Unhelpful devices do not execute (or return the results of)
their assigned code segments. Malicious devices, on the other
hand, try to reverse-engineer the application and reveal its
functionality/capability. Hence, the integrity, availability and
privacy of distributed code execution in mobile networks are
inherently threatened by malicious and selfish devices.

Such computation security issues are still unexplored as
the majority of existing security research in mobile networks
is focused on data and networking security [7]–[9]. Unlike
data transmission and management, distributed code execution
does not just study how to distribute and manage code, but
more importantly how to execute an application over multiple
devices. Security on execution is thus different from data-
related security issues, and safeguarding execution present new
challenges that need new solutions.

In this paper, we propose a probabilistic code distribution
model to mitigate the impact of malicious devices that do not
contribute to the success of the running application. The idea
is to ask additional nearby devices to collectively join their
efforts in code execution to obtain accurate results. Therefore,
the proposed model utilizes randomness and replication to
ensure that the application will execute successfully with a
very high probability, even in the presence of unhelpful and
malicious devices.

Contributions: The contribution of our work includes: (1)
A model which captures the key factors that determine the
influence of attackers on the overall success rate of the code
execution. In our proposed model, an application is partitioned
into a number of code segments. Then, k permutations of the
code segments are generated across devices to indicate the
assignments of code segments to the devices. We drive the
exact number of iterations needed for a high probability suc-
cess chance. (2) A prototype implementation of the proposed
model in a sensor testbed. We conducted various experiments
with the prototype to validate the analytical features of our
model and evaluate its effectiveness and performance. (3) Our
theoretical model is applicable to many other scenarios in
which cooperation is envisioned between potentially untrusted



entities (e.g., Peer-to-Peer networks). Moreover, our prototype
implementation can be applicable to other devices (e.g., cell
phones, robots and other types of sensors).

Paper Organization: In Section II, we present our probabilis-
tic code distribution model and we give a bound on its success
probability based on the parameters used. In Section III we
present our implementation results using MICAz sensors. We
put this work in context with other related work in Section IV
and we conclude the paper in Section V.

II. CODE DISTRIBUTION MODEL

Consider a mobile device that wishes to execute a program
P with the help of surrounding mobile devices. We assume
that P can be divided into p code segments. We assume the
presence of n other mobile devices that may help execute some
of the code segments. However, b of those n devices would
turn out to be unhelpful, either would not execute or return
the results to the requesting mobile device.

The case where p = 1 presents three issues; (1) Privacy: the
program would be revealed to one device, (2) Power: executing
the whole program would likely overwhelm the selected device
and (3) No result: if the selected device happens to be one
of the b devices, the requesting device would not get any
response back. The case where p = n presents the issue that
the requesting device would not get the final result since b of
the n devices would not respond. Although, there is a potential
in finding an optimal p, we assume that the application decides
the value of p based on the number of modules that can be
partitioned and efficiently distributed to nearby devices.

Assume that the code segments are sent to p distinct devices;
some of the segments, m in number say, are sent to helpful
devices, and the remaining p − m to unhelpful devices. In
effect, we are sampling p devices without replacement from
a population of n devices, n − b are helpful and b unhelpful.
The classic theory of sampling without replacement tells us
that the distribution of the number of segments sent to helpful
devices is a hypergeometric distribution:

Prob [# Xt = m] =

(
n−b
m

)(
b

p−m

)
(
n
p

) (1)

where Xt is the set of segments sent to helpful devices on trial
t. Clearly, in general there is no guarantee that all the segments
will be executed by the selected devices, after one trial of
sending p segments to the devices at random. So the requesting
device sends the segments out again, and again. Thus, we seek
to calculate, and estimate, the number of trials k that the device
needs to repeat the above process in order that the helpful
devices get the complete program among themselves, with a
specified high probability.

Let Ef be the event of failure after k trials. That is, there is
at least one segment j=1,...p which never gets executed. Now
on a given trial up to k, the probability that segment j is sent
to a helpful device is just n−b

n . The trials are independent,
so the probability that on each of the k trials segment j is

sent to an unhelpful device is ( b
n )k. Now let Fj be the event

that segment j is sent to an unhelpful device on each of the k
trials. Then the failure event Ef occurs if and only if at least
one of the events Fj occurs. Thus we have shown:

Ef =
⋃
j∈s

Fj , (2)

where s = {1, ...p} is the set of segments and |s| = p. For
each j ∈ s with the Prob[Fj ] given by:

Prob[Fj ] =
(

b

n

)k

(3)

Now the main tool for computing the exact probability of a
union of events, such as the expression in Equation 2, is the
inclusion-exclusion principle which for this case yields:

Prob [Ef ] =
p∑

j=1

(−1)j−1
∑

q⊆s:#q=j

Prob[
⋂
i∈q

Fi] (4)

We compute the probability of each event Aq =
⋂

i∈q Fi,
where the set q has j segments. Now the event Aq occurs if
and only if in none of the k trials do any of the segments in q
get sent to helpful devices. Since the trials are independent, it
suffices to compute, for any one trial, the probability that none
of the segments in q get sent to helpful devices. On that trial,
say that m of the segments got sent to helpful devices, but that
none of these segments are in q. The set of segments sent to a
helpful device can be any subset of s ∼ q , the set of segments
not in q, which has m elements. This can be done in

(
p−j
m

)
ways. Since there are

(
p
m

)
subsets with m elements in all, the

probability of none of the segments in subset q getting sent to

helpful devices is
(p−j

m )
( p

m) , given that the number of segments

sent to helpful devices equals m. Thus the probability that no
segments in q gets sent to helpful devices on a given trial is:

Prob [Aq] =
p∑

m=0

(
p−j
m

)(
p
m

) ×
(
n−b
m

)(
b

p−m

)
(
n
p

) (5)

where the first term in the summation gives the probability that
m fragments are sent to helpful devices but none of them is
in q and the second term gives the probability of m segments
being sent to helpful devices (calculated from Equation 1).
The summation is over all possible values of m. Equation 5
can be simplified based on the following:

Prob [Aq] =
p∑

m=0

(
p−j
m

)(
n−p

n−b−m

)
(
n
b

)
=
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n
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)
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) =

(
b
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)
(
n
j

) (6)
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Fig. 1. Theoretical and numerical results. Probability of failure versus the number of serving instants (Left). Probability of revealing the application among
colluding devices (Right).

where the last step applies Vandermonde convolution to com-
pute the summation [10]. Now this result holds for any trial,
so for k independent trials, we get Prob[Aq after k trials]
equals:

Prob [Aq after k trials] =

((
b
j

)
(
n
j

)
)k

(7)

Since there are
(
p
j

)
subsets of s with j elements, we combine

this result with Equation 4 to get the probability of failure:

Prob [Ef ] =
p∑

j=1

(−1)j−1

(
p

j

)((b
j

)
(
n
j

)
)k

(8)

The formula in Equation 8 is exact, and assuming b is
known, the number of trials k required to ensure the prob-
ability of failure is less than ∈ can be computed exactly by
the iteration using this formula.

On the other hand, using equation 4 and the fact that the
probability that at least one of a list of events occurs is
bounded by the sum of the probabilities of the events on
the list, we can conclude that Prob [Ef ] ≤ p( b

n )k, thus the
probability of success after k trials, Prob [Es], is given by:

Prob [Es] ≥ 1 − p

(
b

n

)k

(9)

Equation 9 may be used to calculate with ease a number of
trials sufficient to ensure a stipulated probability of success.

An illustrative example: Consider a set of 10 devices in
which 3 are unhelpful ones (denoted by devices 1 through
3) and the remaining 7 are helpful. Consider the case where
p is set to 4. Table I shows an example in which it takes 4
iterations (k = 4) to get all fragments to the helpful devices.

Figure 1 (Left) shows the probability of failure as the
number of trials, k, varies. We do so for 3 different cases
of uncooperative devices (50%, 30% and 10%). We plot both,
experimental results along with the Equation 5 as a mean to
validate the theoretical analysis above. The experiments were
based on 1000 runs and in each run, we determine the failure
probability. One can see that they match very closely.

Unhelpful Helpful
Device 1 2 3 4 5 6 7 8 9 10
k = 1 4 1 3 2
k = 2 2 4 1 3
k = 3 1 3 4 2
k = 4 3 1 4 2

TABLE I

AN ILLUSTRATIVE EXAMPLE FOR OUR METHOD USING 10 DEVICES (THE

FIRST 3 ARE UNHELPFUL) WITH p = 4 AND k = 4.

Probability of not participating: Based on the model above,
one can compute the probability of the event that a device will
not receive any code segments in the k trials. This probability
can be easily proved to be (n−p

n )k.

Probability of overlapping segments: Since each iteration
is independent from the pervious ones, it is possible that
when the permutations are generated, a device may get the
same segment. Notice that we do not send this device the
segment twice. The probability that a node will receive the
same segment k times is given by ( 1

n )k.

Probability of revealing the application by malicious de-
vices: One of our goals is to prevent a set of malicious devices
to collude, reverse-engineer the application and reveal its
functionality/capability. Figure 1 (Right) shows the probability
of revealing the application based on the number of trials.
As we increase the number of trials, the malicious devices
receive more code segments. We show, however, that this is
unlikely to happen for a good choice of k (unless the majority
of devices are malicious). We assume the worst case in which
all unhelpful devices are colluding. Notice that this can be
computed based on Equation (8) (through replacing b with
n − b). One can see that with 10% unhelpful devices, it
is almost impossible to reveal the application (since a good
choice of k would be around 5 or 6 from Figure 1 Left).
With 30% unhelpful devices, the probability of revealing the
application is below 15% for k equals 7 (which achieves
a success probability of 0.995 among the helpful devices).
With 50% unhelpful devices, the problem becomes similar to
computing the success rate among the helpful ones.

III. EXPERIMENTAL EVALUATION

A. Experimental Setup

We implemented a prototype of the proposed code distrib-
ution scheme in a testbed made of MICAz sensors. Since the



sensors are typically limited in their computational resources,
there is a need to distribute code segments among them when
executing a large application to completion.

We implemented an application with multiple segments in
the prototype. The completion of the application requires the
execution of multiple tasks. Because a MICAz sensor has 128
KByte code memory, the complete application code image
with multiple segments is loaded into the sensors. However, we
do not ask individual sensors to run all the segments. Instead,
we implemented a controller in the sensor network, and let it
select sensors and issue commands. Only the selected sensors
will execute the segments specified in the commands. Then,
the controller will collect the results from the selected sensors
and synthesize the final result for the application.

We deployed the prototype in a network composed of 10
MICAz sensors and used 1 base station as a controller. The
experimental application has 4 segments. The execution time
of the segments is set to 6ms, 9ms, 12ms, and 15ms. Every two
seconds, the controller selects 4 sensors randomly to execute
the segments. Hence, the duty cycle of each sensor is less
than 1%. Among the 10 sensors, we designated b sensors as
unhelpful/malicious sensors. In the experiments, we vary b
from 1 through 5. To complete the application, the controller
selects sensors for task execution over k iterations, where k is
set from 2 to 9.
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Fig. 2. Implementation results with 10 sensors and 50% unhelpful devices.
We show the effect of k on the effective success rate.

B. Model Validation

We have conducted a large number of experiments, under
different parameters, to validate our model. Overall we found
that the experiments match our model very well. Figure 2
shows a sample of such results. In particular, it compares our
model to our experimental implementation with 10 sensors
when 50% of them are unhelpful. We show the effect of k
on the effective success rate. Each bar is the average result
over 20 independent experiments. We present two bars for
the experimental part, one with timeouts (the results from
good sensors are discarded if they arrive late) and one without
timeouts. The timeout value is chosen to be 1 second. One can
see that model matches our implementation very well.

C. Overhead Analysis

In the following sets of experiments, we selected 13 pairs
of {b, k} that can achieve a success rate at 95% or higher

according to Equation (9): {1, 2}, {1, 3}, {2, 3}, {2, 4}, {3, 4},
{3, 5}, {4, 5}, {4, 6}, {4, 7}, {5, 6}, {5, 7}, {5, 8}, {5, 9}.
Then, we conducted 20 experiments for each pair of b and k.
We measured the communication and the computation over-
head of the prototype in the experiments. The communication
overhead is measured as the total number of bytes being
transmitted in all sensors for issuing commands and collecting
results to complete the application. The computation cost is
measured as the total CPU time in all sensors for executing the
tasks to complete the application. Because malicious sensors
are not affected by the overhead, we only measured the
overhead incurred by the good sensors.

Figure 3 (Left) and Figure 3 (Center) show the overhead
in communication and computation, respectively. To achieve a
higher success rate, we would need to increase the number of
trials. Consequently, the controller needs to issue more com-
mands and the sensors need to compute the tasks additional
times. As illustrated, the increment of both communication
and computation overheads is linear to the growth of k.

However, such increment in overhead does not bring much
improvement to the success rate, as it is already higher than
95%. In both figures, the solid lines show the minimum
overhead to achieve the success rate at 95%. When the
number of malicious nodes increases, the minimum overhead
to achieve a good success rate does not grow dramatically
but rather stabilize. This result indicates that the proposed
code distribution scheme can work effectively in a hostile
environment with a large portion of attackers.

D. Energy Consumption

In these sets of experiments, we estimate the energy con-
sumption of our proposed scheme. Since the energy consump-
tion is mainly due to communication and computation, it can
be modeled as pcomm×ocomm +pcomp×ocomp, where ocomm

and ocomp are the communication and computation overhead
that we already measured and pcomm and pcomp are the power
consumption for communication and computation in sensors.
According to [11], the MICAz sensor consumes 65.1mW
when sending and receiving packets and 26.9mW in its duty
cycle. By plugging in these numbers, we have the estimation
of the minimum energy consumption of the prototype, as
illustrated in Figure 3 (Right). To complete the application
in the experiments, the prototype will consume energy in the
range of 2mJ and 3.5mJ in total as the minimum to achieve
the success rate of 95%.

IV. RELATED WORK

One class of mobile computing architectures relies on par-
titioning application images from smart phones and executing
them in traditional cloud services [1], [3]–[5]. In [5], the
authors propose an architecture in which the computational
infrastructure hosts clones of the mobile devices that can
be used in offloading execution. The architecture supports
different categories of execution that can be utilized by many
application scenarios. In [4], the authors present MAUI to
enable fine-grained offload of mobile code to the cloud, in



 0

 100

 200

 300

 400

 500

 1  2  3  4  5  6  7  8  9 10

B
y
t
e
s
 
T
r
a
n
s
m
i
t
t
e
d

Number of Trials: k

b=1
b=2
b=3
b=4
b=5
min  0

 50

 100

 150

 200

 1  2  3  4  5  6  7  8  9 10

C
o
m
p
u
t
a
t
i
o
n
 
T
i
m
e
 
(
m
s
)

Number of Trials: k

b=1
b=2
b=3
b=4
b=5
min  0

 0.5
 1

 1.5
 2

 2.5
 3

 3.5
 4

 0  1  2  3  4  5  6E
n
e
r
g
y
 
C
o
n
s
u
m
p
t
i
o
n
 
(
m
J
)

Number of Unhelpful Devices: b

Fig. 3. Left: Impact of k on the communication overhead. Center: Computation overhead among the helpful devices. Right: Estimated energy consumption.

order to save energy on the mobile device. The problem is
casted as an optimization one with the goal to maximize the
energy saved, subject to meeting the program deadline with
a subset of the methods that can be executed remotely. The
authors in [3] propose a secure elastic model for applications
(called weblets) that can be migrated between devices and
the cloud based on the dynamics of the environment. In
[1], the authors propose a runtime partitioning method to
divide modules between devices and servers on the cloud.
The authors formulate the problem as an optimization one
(minimizing the execution time or the power consumption)
based on the communication and processing costs with a
subset of the modules pinned to execute at a specific location.
Within this category, some studies advocated executing mobile
applications in cloudlets that are one-hop away from the
devices [12], [13]. This is done to utilize faster links and
reduce transmission delay and energy consumption.

In another class, smart phones are envisioned to share
computing capabilities and execute tasks collaboratively in an
ad hoc manner among them [14], [15]. In [14], mobile phones
form a virtual cloud computing environment to mitigate the
constraints on their resources. The authors in [15] propose
the RACE framework that is based on a Markovian Decision
Process, to enable an optimized bandwidth sharing among
smart phones in providing data relays.

In addition to the above studies, some work focused on
securing the partitioning of web applications. For example,
in [2], the swift system uses a higher-level programming lan-
guage to explicitly declare security requirement for a compiler
to decide on the partitions.

V. CONCLUSIONS

Recent advances on mobile devices, in terms of their
computing power, battery life and communication capabilities,
are opening a rich computing platform that many applications
can utilize. In this paper, we have proposed a probabilistic
code distribution model in which a device can request nearby
devices to execute code segments in a hostile setting. The
distribution model identifies the key factors that enable code
execution resiliency against unhelpful and malicious devices,
and ensures the success rate with a very high probability. In
this paper, we have demonstrated our model with a prototype
implementation on MICAz sensors.
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