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Abstract The proliferation of mobile devices, coupled by the increase in their
capabilities, have enabled the establishment of a rich mobile computing platform
that can be utilized in conjunction with cloud services. In this chapter, we overview
the latest mobile computing models and architectures focusing on their security
properties. In particular, we study a wide range of threats against the availability,
privacy and integrity of mobile cloud computing architectures in which the mobile
devices and the cloud jointly perform computation. We then present defense
mechanisms that ensure the security of mobile cloud computing architectures and
their applications. Throughout the chapter, we identify potential threats as well as
possible opportunities for defenses.

1 Introduction

Cloud computing is emerging as a revolutionary technology that is transforming
the way we sense, compute and communicate into a new era. Meanwhile, mobile
devices (e.g., smartphones) are becoming more advanced and pervasive, providing
an information processing platform for mobile users. Due to recent technological
advances in hardware, new capabilities in mobile devices have enabled the support
of a wide range of applications. Despite such advances, however, mobile devices are
still limited when compared to traditional computers and cannot effectively execute
compute-intensive applications. As a result, mobile cloud computing emerged as a
promising solution that conjugates the advantages of mobile devices with traditional
cloud computing. In a mobile cloud computing environment, mobile devices
offload intensive computational jobs, that they cannot perform locally, to the cloud.
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The coordination is conducted in a seamless manner so that users can experience
and utilize a richer computational platform beyond the capabilities of the mobile
devices.

There are many scenarios in which computation can be performed effectively
on a mobile cloud computing platform. Consider the following two scenarios. The
first one is when intensive computation is required. An example would be running
virus scanning and application validation tools, which require significant portions of
CPU time and memory on the mobile devices. A solution is to offload the execution
of such tools to the cloud and let the devices perform the imminent jobs [25]. In
the cloud, multiple virtualized phones can be built to scan applications for viruses
and monitor running ones for validation. Another example is image stitching [62],
whereby mobile users can take pictures of a scene and upload them to the cloud.
Then, the cloud can realign the pictures and stitch them to produce a full-scale,
detailed, and up-to-date image of the scene. The second scenario is when no feasible
access to traditional cloud services is available. Consider the example outlined in
[56], where a child is lost in a parade. Tourists can upload recently taken pictures
to computers in a nearby police station. In the police station, image recognition
software can run on the pictures to detect the location in which the child was last
seen. In this example, tourists do not need to access any online cloud service to help
finding the lost child.

A typical cloud system with mobile devices is illustrated in Fig. 1. In this system,
mobile devices function as clients in a similar way to other regular computers.
They offload computing jobs to cloud servers. In the cloud, the servers build
virtualized guest systems that run mobile applications on virtual hardware and
virtual operating systems. The guest systems are managed by the virtual machine
manager (VMM) that bridges the host system with the guest systems. The VMM
virtualizes, partitions, and allocates computing resources of the host system to the
guest systems to provide computing services. In this chapter, we will discuss other
proposed architectures for mobile cloud computing that support the needs of new
applications.
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Mobile cloud computing brings in a set of new challenges, especially when it
comes to the security of the applicants, the availability of services and the privacy of
the users. Due to the inherent complexity in mobile cloud computing architectures,
attackers can target and exploit a much wider range of resources/protocols when
compared to traditional client-server architectures. For example, on the mobile
device, attackers can exploit vulnerabilities in the mobile applications (Apps), the
mobile operating systems and access to the mobile network. On the cloud, attackers
can exploit vulnerabilities in cloud management, cloud virtualization and cloud
access protocols. Recent attacks have shown that personal information can be
disclosed, computing tasks can be maliciously altered and cloud services can be
disabled for mobile users. Thus, it is critical to examine the security issues involving
mobile cloud computing. In this chapter, our main goal is to identify threats against
mobile cloud computing architectures and inspect the applicability of recent security
solutions to address such threats.

This chapter is organized as follows. We overview a wide spectrum of mobile
cloud computing architectures in Section 2. At one end of the spectrum, we have
architectures that rely completely on mobile devices performing the computation,
while at the other end of the spectrum, we have architectures that offload com-
putation to the cloud. In Section 3, we examine security threats in mobile cloud
computing along three security properties: availability, privacy, and integrity. We
will examine how and what threats can compromise the security properties in mobile
cloud computing architectures. In Section 4, we summarize defense mechanisms
that ensure the security of mobile computing architectures against the outlined
threats. We will first look into the applicable defenses to various components in
the cloud and then summarize the security solutions designed specially for mobile
cloud computing. Finally, we will conclude this chapter in Section 5.

2 Overview of Mobile Computing in the Cloud

In this section, we first review three newly proposed and representative cloud
architectures for mobile computing. These architectures are designed to utilize the
new features of mobile devices and satisfy new needs of mobile applications. Then,
we discuss the performance and security issues of mobile computing in the cloud.

2.1 Mobile Client-Server Architectures

Mobile devices, such as smartphones, have enabled rich user experiences with
Internet access, Global Positioning System (GPS), sensors and various applications.
They naturally became an entry point for an exploding number of mobile users
to cloud services to perform computing-intensive applications that are beyond
the capabilities of mobile phones. A straightforward idea to support mobile users
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with cloud computing is to apply the classical client-server model for mobile
applications. Within this model, mobile phones function as thin clients in the sense
that they are similar to an ordinary client computer that only provides a user interface
(UI) to browse a server, and cloud servers run all applications. The mobile phone
requests the execution of computational intensive applications from the cloud in a
manner similar to requesting resources from web servers. However, this traditional
client-server model does not take any advantage of the smartphones and overlooks
many of the new and unique features they possess.

One main feature that draws smartphones apart from traditional mobile phones
and desktop computers is their context awareness with regards to mobile computing.
The context awareness is enabled by rich sensors on the smartphones. In particular,
the context includes three components: spatial context, activity context, and group
context [10]. The spatial context is harvested by the phone’s GPS sensor and
location-based service (LBS). It provides current location and past mobility traces
to mobile applications. The activity context represents the user’s activities, for
example, whether he is driving, shopping, or talking. The activity information
enables customized mobile applications to provide needed functionality to the
user. The group context represents the surrounding mobile devices and users. It
is the collection of their spatial context and activity context that enable mobile
applications to interact with other nearby mobile devices. Thus, the context provides
extra information to service providers so that they can perform computing according
to the needs of mobile users given their context.

Another feature that makes mobile cloud computing different from traditional
client server computing model is that mobile users dictate the computation on the
cloud servers. Even though mobile applications can be executed in cloud servers, it
is the mobile devices that decide how to execute mobile applications. When a mobile
device runs an application, it identifies the computing-intensive portion of the
application, and offloads that portion to the cloud server for processing. The cloud
servers are typically considered as secondary processors and storage that provide
extra computing resources for performing mobile applications. The coordination of
such offloaded computing is mainly controlled by the mobile devices.

To meet the new requirements of mobile computing and exploit the new features
of mobile devices, two types of new client-server architectures were proposed for
augmenting mobile applications in the cloud. One architecture is based on a whole
image clone [12], which is illustrated in Fig. 2a. A clone of a mobile phone is created
in the cloud. The state of the phone and the clone is synchronized periodically or
on-demand. During execution of an application, if the phone detects a block of
computation that needs to be executed in the cloud, the application process on the
phone enters a sleep state. The process is then continued in the cloud. When the
cloud completes the execution, it updates the state of the phone. Then, the phone
resumes the application process.

Rather than cloning the complete image of a phone, another architecture modu-
larizes mobile applications and inserts a middleware layer between the applications
and the operating systems of the phone [26]. The architecture is illustrated in
Fig. 2b. A mobile application is partitioned into multiple modules according to
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Fig. 2 Mobile cloud client-server architectures. (a) Whole image clone. (b) Code partitioning

their functionalities. Data and functionality dependencies are added as edges among
modules. The modules are then labeled as movable or non-movable based on
their resource requests, such as computation needs, storage needs, and amounts
of interactions. Because the movable modules can migrate between the mobile
devices and the cloud, the mobile applications are called elastic applications. Static
and dynamic partition algorithms were developed to optimize the performance of
offloading [13, 14, 26].

The movable modules are offloaded to the cloud when the mobile devices
cannot execute them with their resources. The middleware, namely elastic manager,
handles the migration of data and code associated with the offloaded modules. The
elastic manager can be built on top of a web service [10], and correspondingly the
application modules become weblets. The mobile devices request the migration and
execution of the weblets through extended web requests. The elasticity manager can
also be built as Java virtual machine (JVM) based modular framework [26], and the
application modules are objects that can be loaded and executed as a Java class in
this framework.

2.2 Cloudlet Architectures

Although the client-server cloud architecture can support the needs of mobile
computing, it is affected by the inherent limitation of the access links of mo-
bile devices. The fundamental limitation is the latency in the network. In the
cloud, mobile devices interact with cloud servers over wireless wide area network
(WWAN) and the Internet. Both networks incur non-negligible round-trip delay
and jitter for interactive mobile applications. Such delay and jitter largely result in
negative impact on the user’s perception and cognitive engagement. Another latency
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is incurred in bulk transfers of data and code over bandwidth-limited WWAN.
Even though wireless broadband technologies have been improving greatly, the
bandwidth of WWAN is still significantly smaller than the bandwidth of wireless
local area network (WLAN). The transfer time of bulk data is still far from
satisfactory in WWAN.

To overcome the latency limitation with powerful but distant cloud servers, a
new cloudlet architecture is proposed in [57], in which a resource-rich cloudlet is
deployed close to the mobile users. The architecture is illustrated in Fig. 3.

A cloudlet is composed of powerful computers or a cluster that has sufficient
computing capability and power. It provides cloud service to the mobile devices over
a one-hop high-bandwidth wireless access such as WiFi. The advantages of using
cloudlets arise from the real-time interactive response due to short and bounded-
latency between the mobile devices and the cloudlets. A cloudlet can be integrated
with a wireless access point (AP) for ease of management.

Utilizing cloudlets requires new mechanisms rather than simply treating
cloudlets as traditional cloud servers so that the short latency of the cloudlets
can be fully exploited. The authors in [57] proposed a transient cloudlet solution,
namely dynamic Virtual Machines (VM) synthesis. When a mobile device needs
a cloudlet to execute an application, the mobile device produces a VM overlay for
the application. The VM overlay contains the soft state of the execution of the
application. Then, the device delivers the VM overlay to the cloudlet. The cloudlet
is pre-installed with a base VM that has the minimum system core components but
can support running most applications. The cloudlet merges the overlay with the
base and then executes the application from the state stored in the VM overlay. Once
the job is done, the cloudlet returns the results to the mobile device and discards the
VM overlay.

To verify the feasibility and performance of the cloudlet architecture, the proof-
of-concept prototype Kimberley was implemented in VirtualBox. The prototype
created VM overlays for a collection of Linux applications, such as AbiWord,
GIMP and PathFind. The size of the compressed VM overlays ranges from 100



Secure Mobile Cloud Computing and Security Issues 71

to 200 MBs in comparison with the full Linux VM image size of several gigabytes.
Furthermore, the experiments with the prototype showed that the processing time
of a VM overlay mainly includes the time of applying VM overlay, decompressing
VM overlay, transferring VM overlay, and compressing private data. The reduction
of the total time will lead to a more practical cloudlet architecture.

2.3 Ad Hoc Mobile Cloud Architectures

Although the first two cloud architectures for mobile computing are promising in
managing and executing applications for mobile devices, they need an infrastructure
to host the cloud service and to provide access to the mobile devices. It is not unusual
that the access to such infrastructure may be unavailable to mobile users under
various circumstances. For example, during a natural disaster (e.g., hurricane) that
destroys part of the infrastructure, mobile devices may hardly access any services
other than detecting themselves over Bluetooth and WiFi in an ad hoc mode. It may
also be too expensive to access cloud service through the infrastructure, especially
in areas where only high cost wireless data links (e.g., cellular link and satellite link)
are available. Considering that the volume of bulk data and code to be offloaded is
much higher than the amount of voice data, the cost of performing cloud computing
via these high cost wireless links may largely negate the advantages obtained from
the cloud services.

A new ad hoc mobile cloud solution was proposed in [31] to address the
problems raised when no access to the cloud services is available. The solution
is specially suitable to the needs of mobile users who are in close locations and
share common activities. For example, when a tourist is visiting museums, he may
find interests in the description of exhibits. He can take pictures of the text and run
text-recognition software for recognition so that he can store the text on his mobile
phone. However, processing the whole text requires more computing resources
than his phone capabilities. He then looks for help from nearby tourists. Because
other tourists may be interested in the description as well, they form an ad hoc
network using the low cost WiFi communication and perform the text-recognition.
The recognized text is then stored on their phones.

The adhoc mobile cloud architecture is illustrated in Fig. 4 to support this kind
of location-bounded group activities [31]. The architecture consists of four main
components for managing resources, applications, contexts, and offloading to the
cloud. The resource manager profiles the needs of the applications and monitors
the available resource. These profiles along with current resource information are
checked upon the execution of an application to decide if the support from the cloud
is needed. The application manager handles loading and executing applications. If
the cloud is needed for launching an application, the manager adds extra information
to the application for offloading. The context manager monitors the location and the
number of mobile devices in the vicinity. This context information provides mobility
traces of devices and builds social relations among them. The offloading manager
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partitions, sends and manages jobs from the mobile devices to other devices. It also
processes and manages jobs received from other devices.

A concern of this ad hoc mobile cloud architecture is that the overall performance
of the offloaded applications will be worse than running them on a single device
because of the offloading overhead. To address this concern, a proof-of-concept
implementation was built in JamVM and tested with Hadoop. The results showed
that the execution with offloading was only 1% slower than regular execution. The
execution time was further split to two parts: 44% for offloading preparation and
waiting and 56% for processing and synthesizing.

2.4 Performance and Security Issues

In the following part, we summarize the performance and security issues in recent
research in mobile cloud computing and discuss their interrelation.

2.4.1 Performance

The performance of mobile computing in the cloud is often considered along two
dimensions: (1) the resources needed to support mobile computing in the cloud and
(2) the overhead incurred for processing mobile applications, in both the mobile
devices and the cloud.

Because mobile applications are offloaded to the cloud, the cloud needs to
allocate resources to accommodate the offloaded portions of the mobile applications.
The resources in the cloud are usually measured as (1) the size of memory where
code and data are stored, (2) the size of the offloaded portions of the mobile
application that are transferred, (3) the bandwidth needed for transferring offloaded
applications, (4) the number of CPU cores or time slices for computing, among
others.

The process of offloading and execution of mobile applications in the cloud
is carried out through several procedures, such as partitioning, migration and
execution. The overhead is often measured as processing times, which include
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(1) the time for profiling and detecting the resources needed for running the
applications in the mobile devices, (2) the time spent in partitioning and generating
the offloaded portions of applications, (3) the time spent transferring the offloaded
portions and the results between the mobile devices and the cloud, (4) the time spent
merging and/or installing the offloaded portions into the guest systems in the cloud,
(5) the time spent executing the offloaded portions in the cloud, (6) the interactive
latency and jitter between the mobile devices and the cloud, and so on. Another
unique measurement of the overhead in mobile computing is the power consumption
on the mobile devices. It is as important as other performance factors in determining
the feasibility of mobile computing in the cloud.

2.4.2 Security

The security of mobile cloud computing [2, 3, 7, 19, 45] covers a vast range of
aspects and affects all components in the cloud. The security issues include the
confidentiality and privacy of users’ personal data, the integrity of the computation,
the availability of the cloud services, the risk analysis of cloud configurations,
the auditing of computation and information management, the accounting of the
allocations of the resources, the secure management of the guest systems, the
authentication of the users and devices, and key management with running appli-
cations, just to name a few.

Among all these issues, we will focus on the integrity, confidentiality and
availability issues that are closely related to computing. The integrity issue arises
since the mobile devices are less trustable and the mobile applications are offloaded
to the cloud. The computational results from untrusted devices and offloaded
applications need to be authenticated and verified. The confidentiality issue is due
to sharing the code and data in cloud settings. Critical information, such as personal
data, in mobile devices may be accessible from the cloud as the information is also
backed up in the cloud. The availability issue is inherent to mobile computing due
to the limited resources (e.g., cellular access links). In the cloud, attackers can also
find ways to exhaust resources that should be used for guest systems.

2.4.3 Impact of Security on Performance

There is always a tradeoff between security and performance in computer systems
and services. In mobile cloud computing, security measures typically require
extra protection procedures to encrypt offloaded mobile applications and data, to
authenticate mobile devices and users, and to maintain trustable relations between
mobile devices and cloud through exchanging and updating credentials. Hence,
security requests more resources for keeping credentials and performing security
functions, and thus adds additional overhead in terms of processing time and power
consumption.
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3 Threats Against Mobile Cloud Computing

Mobile cloud computing architectures are vulnerable to a different and wider range
of attacks than traditional computing systems [4]. This is primarily due to the
following reasons:

1. Limited resources: Despite major technological advances, mobile devices are
still constrained by computational, networking, storage and power capabilities
in comparisons to regular computers. This prevents these devices from running
the necessary security applications and leaves them vulnerable to attacks. For
example, monitoring tools such as packet sniffing tools and intrusion detection
systems may consume extensive resources that would overwhelm the whole
system and shorten its lifetime. Thus an inherent tradeoff between security and
performance is present.

2. Multiple locations for storage and computation: Data from mobile devices are
often uploaded and stored in the cloud. Also, extensive computation is offloaded
and executed in the cloud. This makes the data and code vulnerable to attacks at
multiple locations (e.g., the mobile device, the cloudlet and the cloud). Moreover,
the links utilized in transferring the data and code could be targeted by attackers.
In essence the attacker can target the weakest resource in the chain to access
confidential information or compromise the integrity of the computation. The
involvement of third-parties complicates these issues further.

3. Mobility as a Service: In mobile cloud computing, users have the capability
to move their computation between different public clouds in addition to some
cloud providers that offer mobility as a service for its users [1]. Malicious users
can infer cloud specifics (e.g., cloud topology, the bottleneck links and the load
on the machines) and launch sophisticated attacks that target specific resources
(e.g., bottleneck links) [41]. Thus mobility in cloud architectures brings new sets
of threats to the table.

In this section, we expose threats against mobile cloud computing architectures
focusing on attacks that target confidentiality, integrity and availability.

3.1 Mobile Devices

When it comes to privacy, mobile devices carry valuable personal information (e.g.,
photos, contact lists and communication history) as well as critical application
data (e.g., health records and credit card information). When a mobile device gets
in the wrong hands (even for a short duration), attackers can perform forensics
analysis and extract such information. There are many legitimate tools for forensics
examiners that are publicly available and can be used for malicious intent [39, 40].
Another example is the Joint Test Access Group (JTAG) attacks [54] in which
attackers can access testing and debugging functionalities on the device to extract
confidential information.
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Perhaps one of the major incidents concerning user’s privacy was that with
Carrier IQ in which it was reported that Carrier IQ software captured every
keystroke, location and other data on a wide range of smart phones. Collected
information was transmitted and made available to Carrier IQs customers [21].

In recent years, malware has proliferated that threatens the privacy of the
users through exploiting the operating system. In [48], it was demonstrated that
through a drive-by download, an attacker can potentially steal the short mes-
sage service (SMS) database from an iPhone 3GS. On the Android platform,
GingerMaster is malware that is packaged into legitimate applications. The mal-
ware runs in the background collecting information and sending it to a remote
server [33]. RootMaster is another type of malware that would gain root privi-
lege on an Android device, connect to a command and control server and even
install additional malware [34].

In general, if an attacker gains root permissions on a mobile device through
malware, one could impact the computational integrity of the operating systems as
well as of other applications (e.g., provide incorrect sensing information or results).
To the best of our knowledge, we are not aware of specific threats that achieved this.
However, it suffices to mention that the above malware that can control a mobile
device can be orchestrated to compromise other applications and impact the integrity
of the computation performed.

When it comes to availability, wireless communication on mobile devices is
inherently vulnerable to interference and jamming attacks [47, 68]. Attackers can
acquire hardware jammers to prevent the device from receiving the intended signals.
Since many mobile devices rely on a wireless interface for communication, such
interface may be subjected to a wide range of attacks on the Media Access Control
(MAC) layer [37, 55, 63, 67] as well as traditional DoS attacks in which attackers
send a large amount of traffic that would saturate the wireless link, preventing
the transmission of other information on that interface. Moreover, if it is known
that a mobile device is implementing a particular packet sniffing application or
an intrusion detection system, an attacker may subject the device to a malicious
traffic stream that triggers specific rules to be applied which, in turn, overwhelms the
resources (e.g., rules that try to match strings). Another form of attack that targets
the availability is through malware that executes junk instructions just to drain the
power of the mobile device.

3.2 Cloudlets

When a mobile device uploads data/code on the cloud/cloudlet [64] for storage/pro-
cessing, it becomes vulnerable to privacy issues and computational integrity attacks.
For example, many architectures rely on creating an image clone of the mobile
device on the cloud [12]. Execution can then occur on the device or in the virtualized
cloud environment. According to recent report [52], mobile and cloud attacks will
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be dramatically increased because users and attackers shift to mobile and cloud in
2013. Georgia Tech researchers [38] also predicted that cloud botnets and mobile
attacks will be the biggest cloud issues in 2013.

The integrity of the computation is directly affected by the technologies adopted
in the cloud. Virtualization has been a key player in the development of cloud
computing architectures. Users upload their images as virtual machines to be
executed in the cloud. To save resources, multiple virtual machines may share the
same server. This causes a security mismatch in the sense that users would like to
keep their data and code private while the cloud needs to ensure the security and
safety of the code being executed on their physical infrastructure [11]. Dynamic
Data Kernel Rootkit attacks may target the VMM and control the execution of
the host operating system, thus affecting all other virtual machines running on top
[20, 61]. Moreover, it has been shown that certain types of malware can, in fact,
detect that they are being executed in a virtual environment and would change their
behavior accordingly [50].

Beyond the traditional availability attacks that can occur on access links to the
cloud, new forms of threats started to surface. In [41], the authors describe an attack
scheme in which attackers can carry out DoS attacks through targeting specific
links within the cloud architecture and saturating them. The attack scheme starts by
inferring the network topology within the cloud and then choosing specific hosts that
share common bottleneck links and sends large amounts of traffic between them.
The authors demonstrated this attack scheme on one cloud infrastructure. Moreover,
the ability of the users to move computation between clouds/cloudlets seems to open
backdoors for attacks to be mounted.

3.3 Ad Hoc Mobile Clouds

In this section, we study threats against code distribution mechanisms that enable
multiple parties to execute code segments for specific users. These parties could be
other mobile users (ad hoc), cloudlet components, or a hybrid.

Many applications require the help of nearby devices in executing code segments.
Such applications arise in scenarios in which executing the whole application
on a single device is not feasible due to various constraints such as: (1) limited
battery power constraints, since a single device may not have enough battery life
to execute the whole application to completion; (2) limited infrastructure access,
since a single device may not have access to the infrastructure (e.g., dead zones,
remote areas) or there is a high cost incurred (e.g., exceeding the cellular data
allowance); (3) different working data sets [56], since nearby mobile devices may
operate on local data stored on them (e.g., photos captured within a specific time
frame) or acquire data from the environment around them (e.g., collecting sensor
information).

Due to the reliance on a distributed manner in executing code segments, the
existence of malicious nodes should be considered. Malicious nodes can also
collude to reverse-engineer code segments in order to reveal the functionality and
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capability of the code. If the malicious nodes can share the code and the data they
are operating on, the privacy of the requesting user is violated. Although in [42],
the security threats of colluding applications have been studied, to the best of our
knowledge, we have not yet seen colluding threats that target code partitioning.
As for the integrity of the executing segments, when users ask nearby devices to
execute code segments on their behalf, they run the risk of users not responding
or responding with incorrect results. The requesting device cannot easily verify
the correctness of the results, unless by adding a layer of redundancy (multiple
devices are asked to execute the same code segments and the results are compared).
Unfortunately, this adds a lot of overhead and the process of managing the segments
may be itself subjected to a new set of clever attacks. Jamming attacks or Denial of
service (DoS) attacks on the links between the mobile nodes can impact the code
distribution modules. In particular, a subset of the mobile devices may not receive
their assigned code segments. This prevents the requesting users from receiving the
results and may trigger additional work to redistribute the segments that have not
been executed, leading to longer latencies. Another threat that targets the availability
of the systems is for malicious users to distribute code segments that causes mobile
devices to drain their power (e.g., code that requires a lot of CPU computation and
communication).

4 Mobile Cloud Computing Security Measures

In this section, we overview recently proposed security solutions for mobile
computing in the cloud. The summary will be focused on the security aspects
closely related to computing. Security works, such as vulnerability assessment
[36], communication security [4], interface and session security [59], verifiable
accounting [58], and so on, are not included in this section.

4.1 Mobile Devices

As discussed in [4], mobile devices are threatened by various attacks targeting
their hardware, operating systems, applications software, communication links,
back-end systems, and users. Although all these threats concern the security of
mobile devices, this section will discuss computing-related security measures that
ensure confidentiality and integrity of mobile computing in the cloud. In particular,
the security of the device storage and operating system have direct impacts on
mobile computing in the cloud and are the trust base of newly proposed security
measures.
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4.1.1 Mobile Device Storage Security

The storage of a mobile device is usually made of an on-board memory and a
plugged-in memory. The on-board memory stores the code and data of the running
software. The plugged-in memory includes non-volatile flash storage and subscriber
identity module (SIM) card storage. The stored security-critical data includes, but is
not limited to, personal information in the flash, device credential in the SIM card,
and runtime keys in the on-board memory. In cloud computing, security-critical
code and data could be mirrored in the cloud as well. Because mobile devices can
be lost or stolen, they become a weak point in the complete system of mobile cloud
computing. Attackers can obtain access to the internals of stolen devices without
the need to hack into the cloud. Hence, securing the device storage is a must for
protecting data confidentiality and personal privacy.

Attackers can obtain access to the code and data stored in on-board memory via
JTAG functionalities [32] or through directly tapping into the circuit board [16]. The
security measures in protecting on-board memory include disabling JTAG functions
and implementing secure storage and secure access to user I/O facilities following
the recommendation of Open Mobile Terminal Platform (OMTP) Advanced Trusted
Environment [44].

Attackers can obtain access to the code and data stored in plugged-in memory via
forensic analysis [65]. The protection measures rely on the encryption of either the
data or the memory. The security of encryption keys needs Trusted Platform Module
(TPM), which is either a stand-alone chip in the device or a part of the functionality
of the SIM card.

4.1.2 Operating System Security

One major advancement in mobile phone technology is the phone’s mobile operat-
ing system (MOS) that fully utilizes the advancement of the phone’s hardware and
enables a large variety of mobile applications. Currently, the MOS functionalities
are quite close to regular computer operating system (OS). Securing MOS is the
fundamental measure to ensure the confidentiality and the integrity of running
mobile applications in the cloud.

The security of MOSs can be achieved with kernel hardening, security control
over applications, and secure updating and installation. Because MOSs are derived
from regular OSs, their kernels are hardened with similar security techniques as
regular OSs, including address space layout randomization and non-executable data
memory. Mandatory Access Control (MAC) can also be implemented in MOSs to
enhance the overall security.

Learned from hard lessons in regular computer, MOSs should be designed with
security control over applications based on the principles of lease privileges and
separation of duty. For example, each application should run with only the needed
privileges for completing a job. Although many applications request more privileges
than needed during installation in the Android, users can install additional tool-kits
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to disable unwanted privileges for each application. In Android, each application
runs in a process isolated from other processes through virtualization of the phone
so that a compromising process will not endanger other processes or the operating
system.

Most modern MOSs support updating the system remotely to update or patch
drivers, the OS modules and the installed applications. Remote updating in MOSs
can be protected in the same fashion as with regular OSs [5]. Installing applications,
however, is a more complicated process. In Android, a list of privileges come with
each application to be installed. Accepting the list is the only way to install the
application. However, the privileges in the list usually give the application access
to personal data without any additional mechanisms to actually inspect how the
application uses the data. A category of security measures have been proposed to
disable unwanted privileges [17] or assign only needed permissions at run time [46].
Another category of security measures is to profile and track the information flow
of applications and discover the critical points in time when applications access
sensitive information or are about to expose such information [18, 28].

4.2 Cloud Servers

As discussed in Section 3, the cloud can be threatened by many different attacking
techniques that target different components of the cloud. Various security solutions
have been proposed in the past to address these threats in the cloud. In this section,
we discuss the security measures that are closely related to the security of cloud
computing and that are applicable to mobile computing in the cloud as well.
Because the traditional cloud is built upon the client-server model, the security
measures in this section focus on the cloud side. In particular, we discuss the defense
mechanisms to ensure confidentiality, integrity and availability of computing in the
cloud servers.

As illustrated in Fig. 1, the system components in a cloud server include the
guest systems, the VMM and the host system. Accordingly, we classify the security
measures into three categories. The first category is on the security of computation
in a guest system. The second category focuses on how a VMM manages the guest
systems. The third category is on the security of user-controlled operations that may
affect the security of the cloud.

4.2.1 Guest Systems

As more and more services are transferred to the cloud, each user’s personal
information is transferred to the cloud as well. When users execute their applications
in guest systems with their personal information, the privacy and integrity of the
computation inside the cloud are concerns that must be addressed to convince the
users to use the cloud services.
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A straightforward approach is access control that enforces security policies
so that only authorized entities and processes can access data and applications.
However, if the data and the applications are stored in the clear, administrators
of the cloud can access them or even change the security policies [45]. Therefore,
cryptographic solutions are desired so that data and applications are encrypted in the
cloud. One promising cryptographic solution is the fully homomorphic encryption
[23,24,43], where data is not only encrypted in storage but also in computation. With
fully homomorphic encryption, computation is performed directly over encrypted
data, and the encrypted results are returned to the users. Then, the users decrypt
the results to obtain the actual results as if the computation was performed over
clear data. Hence, the encryption ensures that no one in the cloud could peak at
the users’ personal data. The hurdle of fully homomorphic encryption solutions in
practice is the computational inefficiency in that it is much slower than classical
encryptions and regular data operations. Another issue is that the encryption only
ensures confidentiality and privacy but not the integrity of computation. It is hard
for the cloud to prove that the result was not manipulated during the computation
based on a fully homomorphic encryption.

In another work [15], the authors propose to use some well-established cryp-
tographic solutions to achieve the desired security of computation but on the client
side. Personal data is encrypted as cryptographic commitments, which not only hide
the data but also can be used later to verify the data in the cloud. Nevertheless, the
computation is not performed in the cloud but rather on the client. When the cloud
needs to process user’s data, it sends the commitments to the user and requests the
user to perform some computation. Then, the user sends the results together with
non-interactive zero-knowledge proofs back. The cloud verifies the results with
the commitments and the zero-knowledge proofs to validate the integrity of the
computation. This solution is an interim solution to the needs of real-world scenarios
before the fully homomorphic encryption can well satisfy the security needs.

4.2.2 Virtual Machine Managers (VMM)

The VMM is the component that manages multiple guest systems in a cloud server.
The security of VMM usually refers to two aspects. One is the security among
multiple guest systems, i.e., a compromised guest system shall not endanger other
guest systems. The other is the security of the guest systems themselves, i.e., a guest
system shall perform its own computation as expected.

To achieve the first security goal, isolation is the major mechanism, by which
VMM places boundaries between computational resources of different guest sys-
tems. The boundary could be physical, i.e., each guest system is hosted on different
machines that are physically locked in different locations. In practice, isolation is
virtualized so that cloud providers can flexibly allocate fine-grained and requested
computational resources to the guest systems. The problem of virtualized isolation is
that a guest system may interfere with another guest system. Although isolation is in
place, multiple guest systems in the same computer are still sharing computational
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resources, such as CPU cores, caches, memory, and I/O channels. Among the
resources, cache is the most complicated factor to isolate, because it is inside the
CPU core and often not directly controlled by QoS-provision VMM. A cache-aware
isolation solution was proposed in [51] to address the sharing issue of the last level
cache (LLC). The solution places the cores that share the same LLC into one core
group and then assigns each core group to at most one guest system. Thereby, a guest
system will not compete for caches with other guest systems. An obvious drawback
of this solution is that the granularity of the computational resource is at the level of
the core group. If a resource of a core group is under utilized with a guest system,
this resource cannot be assigned to other guest systems.

The second security goal requires integrity checks on the running guest systems.
Because applications in the guest systems may access the Internet and thus
experience attacks as do regular computer systems, it is important to ensure that the
guest systems are not compromised during execution. Since the cloud is built using
virtualization technologies, it is fairly convenient to implement the integrity check
as a part of the functionality of the VMM. Various integrity check solutions have
been proposed. One type of integrity check solution is virtual machine introspection
[11,22], which is an intrusion detection module in the VMM that monitors the state
of the processors, memory and disks in the guest systems to detect intrusive actions.
A second type of integrity check solution is to check the execution of the guest
system’s code. Before executing the code, it is stored in a protected memory and
fetched from that memory [53], or the control flow of the code is verified first [49].
These solutions need the behavior of the guest systems, which must be stored in the
VMM so that it can compare the running guest system with the expected behavior.

4.2.3 User-Controlled Security Measures

Mobile users are involved in cloud computing in two kinds of operations: VM
image dissemination, and end-user configuration. Because users create, upload and
retrieve VM images, their dissemination operations may disclose their own personal
information. They may also retrieve malicious images from the cloud. Note that the
role of the cloud provider is just to provide images to clients with the authorization
of the owners of the images. Hence, securely managing images is an important
task in the cloud. Mirage [66] is a VM image management system, and consists of
four components. The first component is an access control framework that regulates
the sharing of VM images under the discretion of the image’s owner. The second
component consists of image filters that are applied to remove or hide sensitive
information when sharing images. The third component is a provenance tracking
mechanism that tracks the derivation history of an image when a user revises
the image and generates a new one. The last component is a set of repository
maintenance services that detect and fix vulnerabilities in images.

In the cloud, users are allowed to group machines and enact rules to control
communication among groups. In this manner, users can set up groups with
different security levels and provide customized services in the cloud. However,
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such end-user configuration may put users’ information at risk, considering the
complexity of the cloud infrastructure and services. Therefore, it is necessary to
assess the security of the end-user configuration to protect users’ information. In
[6], a configuration audit approach was proposed for multi-tier cloud infrastructure.
The approach models the security policy rules as an information flow graph, in
which each vertex represents a repository of information and each edge represents
the information flow. Using the graph, the approach conducts reachability analysis
according to the security policy rules. A violation is detected when an information
flow path exists in the graph but is not specified by the policy rules.

4.3 Mobile Clouds

Security measures in traditional cloud settings can be applied to address a significant
portion of the security needs for mobile cloud computing, because the design and
management of cloud servers are usually not affected by the type of the clients.
Nevertheless, as discussed in Section 2, new architectures and computing models
have been proposed for mobile computing in the cloud, which raise new and
unique security needs of mobile computing. In particular, new security measures
were developed in the following aspects of mobile computing: (1) secure code
partitioning and offloading, (2) mobile user authentication, and (3) secure mobile
data management. The security of these three aspects not only provide the integrity
and confidentiality to mobile computing in the cloud, but also take advantage of the
features present in mobile devices.

4.3.1 Secure Code Partitioning and Offloading

Code partitioning and offloading were common functionalities in all of the three
mobile cloud computing architectures outlined above. Hence, securing them is an
indispensable aspect of securing elastic applications in mobile cloud computing.
A secure elastic framework [27, 69] was proposed to address this issue. The frame-
work consists of four components: secure installation, module authentication, secure
migration, and permission authorization. Although the framework is designed to
weblet-based elastic applications, the principal ideas of its security components can
be applied to other modular elastic applications.

• The secure installation component ensures that genuine applications are installed
on the mobile devices and that applications have signed hashes. During installa-
tion, the hashes of applications are checked to ensure the integrity of applications.
After successful verification, the applications are registered with elastic services.

• The module authentication component enables one module of an application
to authenticate another module that belongs to the same application. Because
modules of the same application may be migrated and executed at different
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locations, dependent modules need to be authenticated in the sequence of
execution to ensure that the genuine modules of the same applications are
executed regardless of the locations of execution. Upon executing the modules,
the manager of elastic applications generates a pair of session key and session
secret associated with each module. The pair of session key and secret are then
used for authentication and secure communication among modules.

• The secure migration component ensures the security of the migration process.
When a module needs to be migrated, the module saves its state and enters the
migration state. During migration, the pair of key and secret associated with the
module are delivered with the module to the destination for authentication. After
verification, the migrated module resumes its execution from the saved state.

• The permission authorization component assigns different permissions to the
modules of an application. Because the functionality and the location of modules
are different within the same application, they should be authorized with different
permissions based on their tasks. One proposed approach is that modules in the
cloud, if requesting access to sensitive data, should forward such requests to the
mobile device to obtain credentials from the device, and then use the credentials
to authenticate and obtain authorization. Another approach is that the modules in
the cloud initiate an authentication request to access sensitive data, but ask the
mobile device to complete the authentication process and forward the resulting
authenticated session to the modules in the cloud.

An example of executing an elastic application with the four components is
illustrated in Fig. 5, where the application has three weblets w1, w2 and w3. Upon
execution, w2 is migrated to the cloud for execution by the migration component.
During execution, w2 authenticates with w1 and w3 using the authentication
component. At the time when w2 needs to access an external server, w2 requests
authorization through the authorization component. The user may be prompted to
authorize the access through the phone’s user interface (UI). If granted, w2 proceeds
to access the external server.

The secure elastic framework emphasizes on the management, migration, and
the execution of the offloaded modules of an application. The main security goal
is the integrity of the elastic application when its modules are executed at different
locations. However, the framework is weak when it comes to ensuring the security of
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the code partitions themselves. The current focus of code partition is on optimizing
the overhead of migration and execution with partitioned code modules. Security is
not considered in the model of code partitioning so far. In [8], the confidentiality and
integrity of the partitioned programs are studied by using security labels annotated
in programs. Privacy of sensitive data in cloud computing is also studied in [35,70].
However, research on similar security issues for elastic mobile applications in the
cloud is lacking.

4.3.2 Mobile User Authentication

Mobile cloud computing requires secure authentication methods to prevent data
theft. Typical mobile authentication approaches rely on identity information of
ownership factors (e.g., mobile devices and security tokens), knowledge factors
(e.g., password, pass phrase, or personal identification number (PIN), and challenge
questions and answers), and inherence factors (e.g., fingerprint and other biometric
identifiers). Some unique and critical authentication information could be stored
on mobile devices. However, the identity information is insecure because mobile
devices could be stolen, and/or attackers could steal identity information. To
solve this problem, Song et al. [9] proposed a new authentication principle in the
TrustCube infrastructure that is an end-to-end infrastructure to control the access of
authenticated clients by using the history of authenticated actions and behaviors
of mobile clients (users). Their approach is built on the TrustCube platform
[60], which provides client authentication services in clouds with integration of
various authentication methods. The authentication framework for mobile clients
[9], as illustrated in Fig. 1 in [9], consists of three components in the cloud:
Data Aggregator, Authentication Engine, and Authentication Consumer. The Data
Aggregator collects past actions of the mobile devices. The Authentication Engine
obtains data from the Data Aggregator and makes authentication decisions. The
Authentication Consumer provides policies to the Authentication Engine.

We illustrate the mobile authentication procedure in Fig. 6. The client device
regularly pushes the mobility traces to the Data Aggregator to reduce risk of
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identity theft. When the client intends to access a cloud service (step (1)), the
request of authentication will be forwarded to the Authentication Consumer (step
(2)), which redirects the request to the Authentication Engine (step (3)). The Authen-
tication Engine obtains the policy for this access from the Authentication Consumer
(steps (4) and (5)), and queries the Data Aggregator about the client device (step
(6)). The Data Aggregator furnishes past authenticated actions and behaviors of
a mobile client to the Authentication Engine (step (7)). The Authentication Engine
exchanges a secret with the Authentication Consumer during authentication in order
to later verify the authentication result. The Authentication Engine determines the
authentication result and furnishes it to the Authentication Consumer (step (8)).
Finally, the Authentication Consumer notifies the service provider concerning the
access permission result such as access acceptance or access denial (step (9)).

4.3.3 Secure Mobile Cloud Computing

In mobile cloud computing, the information collected by mobile devices is pro-
cessed, stored, and provided to other users as a part of cloud services. The images
of mobile devices could be stored in the cloud to augment the functionalities of the
devices as well. Confidentiality and privacy of this information is a concern which
is gaining much attention. A secure data processing framework for mobile cloud
computing [30] is proposed to address this concern.

We illustrate a secure mobile data processing and management in Fig. 7. The
cloud is divided into a public service domain and a trusted domain. The public
domain stores information generated from the mobile devices that can be provided
to the public. The trusted domain is made of extended semi-shadow images (ESSIs)
[29, 30], which are clones of the mobile devices in a secure storage. To ensure
the security of a user’s data, the cloud generates keys for each user to encrypt
data in ESSIs. When the public service needs the data of a user, the data will
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be obtained from the ESSI of the user. The data will be preprocessed to remove
identity information before being used in the public domain. However, security
concerns on the encrypted data in ESSIs still remain since the keys are generated and
controlled by the cloud providers. Therefore, the secure data processing framework
[30] applies a multi-tenant data management scheme that partitions data into two
security levels: critical data and normal data. The normal data is stored and secured
by the data encryption keys as aforementioned. The critical data is encrypted with
keys generated by the owners. Hence, access to critical data needs the authorization
of the owners. The data processing in ESSI is built on the security capability model.
Three capabilities are defined: cloud root, user root, and auditing root. The user root
encrypts and decrypts data in ESSI.

5 Conclusion

In this chapter, we reviewed the latest research and development of secure mobile
computing in the cloud. We first discussed three representative cloud architectures
designed to support new mobile computing models in the cloud. We showed that
new features can be realized to extend the computing capabilities of mobile devices
when the advantages of the mobile devices and cloud computing are integrated
into one system. We then studied a wide range of threats against the availability,
privacy and integrity of mobile cloud computing architectures. We showed that
attackers can target and exploit a much wider range of resources/protocols in a
mobile cloud computing environment when compared to traditional client-server
architectures. Finally, we summarized newly proposed defense mechanisms that
ensure the security of mobile cloud computing architectures and their applications.
We showed that securing mobile computing in the cloud needs not only the
applicable defenses in traditional cloud, but also the security solutions designed
specially for mobile cloud architectures.
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