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Abstract— A novel method for design and implementation of a
covert channel using a prime-based mimic function is presented.
The main idea is to map the production rules of a context-free
grammar onto a set of prime numbers, and encode messages
using primes as factors so that the generated data fits the
statistical properties of a given language. The method’s perfor-
mance is assessed through different metrics such as language
perplexities, secret-to-cover ratio, and transmission bit-rates. A
set of experiments shows that prime-based mimic functions
provide an efficient method for implementing a covert channel
with a competitive secret-to-cover ratio and low perplexities.

I. I NTRODUCTION AND L ITERATURE REVIEW

This paper concentrates on lexical steganography using
mimic functions. That is, functions that map a messageMI

from a domainA into a messageMO from a rangeB; such
that MO assumes the statistical properties of the elements of
B [1]. In specific, we define a prime-based mimic function
that encodes a secret message into the expressions of the
grammar of a given formal language [2]. The proposed en-
coding can generate expressions that are statistically similar
to typical expressions that belong to the language generated
by the grammar. It can be used to embed message carrying
expressions within other expressions of the language while
maintaining a competitive bit-rate in a way that is not likely
to be detected by a machine or a human being.

Steganography is the art and science of hiding information
in plain sight such as images, audio, or text. By concealing in-
formation in an abstract medium, referred to ascovermedium,
we are effectively sending this information over a covert
channel [3], [4]. Many abstract mediums can provide cover
for information [1], [5], [6]. Covert channels are typically
used to violate security policies. Thus, they present an ongoing
threat to almost any entity that has sensitive data. In response,
several studies have focused on detecting covert channels and
scrambling data fields within the channel to render these covert
channels useless [1], [7]–[9].

Covert channels can be classified into two categories;
storage-based and timing-based. In storage-based covert chan-
nels, information is hidden in text, images, packet headers,
etc. For example, the research work reported in [3], [10] have
investigated the utility of different fields in the TCP/IP headers
for hiding information. In timing-based covert channels, the

timing of events indicates the covert message. For example,
the work in [11] shows a covert channel where the hiding of
information is based on whether the receiver receives a packet
within a given interval.

In order to perform optimally, the cover medium is chosen
and utilized in a way that debilitate the ability of humans and
machines to recognize it as a cover for hidden information.
Nevertheless, many steganography techniques exhibit a low
secret-to-cover ratio (SCTR)1. Additionally, these techniques
are vulnerable to automated steganalysis [8], [9].

There are numerous techniques and mediums for steganog-
raphy [1], [7], [12], [13]. Lexical steganography techniques
and mimic functions hide secret information within text that
shares the probability distribution of a natural language or of
a context free language that is likely to be transmitted over
the cover medium. [1], [5], [7], [12], [14], [15]. Of specific
interest is the process of hiding encrypted messages in order
to hide the actual usage of encryption technology. In this
case, it may be desirable to produce text that has the same
probability distribution as the original information before it
has been encrypted [5].

Wayner proposes mimic functions that use Huffman cod-
ing and inverse Huffman coding to preserve the probability
distribution of the input stream [14], [15]. To increase the
strength of this approach, Wayner developed mimic functions
that map text into the production rules of a context-free
grammar (CFG) and generate text that is accepted by a CFG
parser [2]. The generated cover is shown to have theoretical
strength, or resistance to steganalysis that is proportional to
the average complexity of the CFG [15]. Although the method

proposed by Wayner has potential to achieve the theoretical
limits of probability preservation and produce an “innocent
looking” text, its implementation is quite complex. It requires
the construction of a probabilistic grammar and two Huffman
coders as well as a complex mapping function that traverses
Huffman trees in order to map text into production rules. In
contrast, the method proposed in this paper uses a relatively
simple probability preserving mapping of text to production
rules [1], [4]. We are not aware of practical implementations

1The ratio of secret message size to the cover message size.



of Wayner’s method and the actual SCTR obtained using this
method in realistic scenarios.

NICETEXT [5] utilizes a collection of dictionaries and
styles to construct a cover that is statistically similar toa
specific language. The dictionaries, however, contain informa-
tion of direct mapping of text-tokens to text-tokens ratherthan
mapping text-tokens to production rules as done in this paper.
Chapman’s method yields an STCR of 0.044 [5]. Our method
yields a better STCR of 0.069.

In this paper we propose a a new set of prime based
mimic functions and a novel method of using these mimic
functions for mapping data into production rules of a CFG
and generating a set of expressions that belongs to the context
free language (CFL) defined by the CFG. The method en-
ables setting the probability of occurrence of expressions. We
demonstrate the utility of the proposed method using statistical
analysis of expressions generated by the mimic functions
[14]. The analysis uses a language model and calculates
geometric perplexities and average perplexities of expressions
[12], [16]–[18]. Additionally, we calculate the average bit-rate
and compare it to other steganography techniques. Our results
exhibit low perplexities, and competitive secret-to-cover ratios.

Paper Organization: The next Section, Section II, describes
the overall design of the covert channel. Section III, presents
experiments’ results. Finally, Section IV includes conclusions
and directions for future work.

II. PRIME-BASED M IMIC FUNCTIONS

In this section we define a prime-based mimic function and
give a simple example of its usage. In addition, we discuss
assessment metrics for the proposed method.

A. The Language Model

The proposed prime-based mimic function modifies data
to fit the statistical properties of a language defined by a
context-free grammar (CFG)G [2]. The CFG is modified by
adding a functionξ which maps productions to a set of prime
numbers. The grammarG augmented by the mappingξ has
the following structure:

GM = (V, T, S, P, ξ) (1)

where V is a finite set of variables,T is a finite set of
terminal symbols,S is the starting symbol,P is a finite set
of productions [2], andξ is a function that maps productions
to the prime-numbers and 1.

The Fundamental Theorem of Arithmetic states that every
integer greater than one is composed of the products of a
finite set of prime numbers [19]. The mappingξ exploits
this property and provides a uniquely decodable and compact
encoding of information using the grammar productions rules
where each production rule is mapped to a prime number, and
combinations of production rules represent integers. In other
words, integers are encoded using expressions that belong
to the language defined byGM . The encoded integers are

obtained by interpreting fixed sized blocks of bits from the
message as binary numbers.

An Illustrative Example: Consider the following simple
augmented grammar (GM ) that generates palindromes of even
length over the characters ’a’ and ’b’:

GM = ({S}, {a, b}, {S}, P, ξ) (2)

where the setP is given by the following productions:

p0 : S → aSa, p1 : S → bSb, p2 : S → λ

and the mapping functionξ maps the above productions to
primes in the following manner:

p0 :→ 2, p1 :→ 3, p2 :→ 1

To further illustrate, consider the valid expression ’aa’.
This expression is derived fromGM by starting fromS, and
applying the sequence of rules:p0 (which results in ’aSa’);
followed by the rulep2. Rule p0 is mapped byξ to the
prime number 2, and rulep2 is mapped byξ to the integer
1. Hence, under this method, ’aa’ encodes the integer 2. In
a similar way ’bb’ encodes the integer 3, while ’abba’ and
’baab’ are two different encodings of the integer 6. Thus, if
the encoder wants to send the value6 to the decoder it can use
the production rules and generate one of these two expressions
(say ’baab’), then send it to the decoder. The decoder parses
the expression ’baab’ [2], identifies that the only way to
generate it is through the sequence of rules{P1, P0, P2}.
Factoring the product values associated with each production
rule, the decoder obtains the value 6.

The fact that there may be more than one way to encode
an integer is an advantage of this method since it increases
the available options of covering an integer inside expressions
and increases the difficulty of steganalysis. On the other
hand, if the language is unambiguous, and the encoder /
decoder consistently use the same procedure for generating/
parsing expressions [2], then this encoding method is uniquely
decodable and the decoding of an expression is guaranteed to
yield the encoded integer. Note that rules mapped to1 can be
used an arbitrary number of times without affecting the value
of expressions. This is another factor that contributes to the
ability to produce more than one representations for an integer.

There are two issues to consider. First, one may question
whether the expressions generated by the system would not
prompt human attention. Our research shows that if the lan-
guage defined by the grammar is complex enough, then it
would be very hard for an interceptor to distinguish between
artificial expressions and “natural” expressions transmitted
over the medium. This can also be adjusted by assigning
weights that reflect probabilities to production rules and select-
ing productions based on their weight. Another question relates
to the strength (resistance to steganalysis) of the method.The
method is strong since there is an exponential number of
ways to map the productions onto the set of prime numbers
(augmented by 1). Hence, a brute force approach to recover
the original message from the set of expressions would not be



feasible as the number of productions grows. Moreover, the
sender has an option to encrypt the data prior to hiding it.

B. The Mapping Algorithm

Another issue that needs to be addressed is the potential of
having prime factors that do not correspond to productions.
For example, the number seven - and its multiples - cannot be
represented with only three productions mapped into the set
{1, 2, 3}. Hence, all the prime numbers that are not included
in ξ cannot be components of the encoded integer. In order to
overcome this problem, we define a mapping procedure.

A few parameters govern the definition of the mapping.
First, the range of integers to be mapped is determined by the
block size. Second, the mapping must be uniquely invertible.
Finally, a proper mapping algorithm allows the full range of
input data to be mapped to an integer that can be encoded by
GM . A mapping example that fits with the previous example
grammar is:

0 → 2 : {2} 3 → 6 : {2, 3} 6 → 12 : {2, 2, 3}

1 → 3 : {3} 4 → 8 : {2, 2, 2} 7 → 16 : {2, 2, 2, 2}

2 → 4 : {2, 2} 5 → 9 : {3, 3}

Note that this mapping can be generated automatically using
inverted gray code [20].

The example mapping allows a 3-bit integer, including the
integers five and seven, to be encoded using only the factors
{1, 2, 3}. To continue with the example, assume that the en-
coder has to decode the byte ’00000110’. Under the mapping
example, and with the production rules specified above, the
byte ’00000110’ has an integer value of 6. It is mapped by the
encoder to one of a few expressions including ’abaaba’. The
decoder parses the expression, obtains2×2×3 = 12, and maps
it back into 6. In a similar way, the number 7 is mapped by
the encoder to the expression ’aaaaaaaa’. The decoder obtains
2× 2× 2× 2 = 16. This is used, potentially through hashing,
as a pointer to the decoder table where the number 7 is stored.
This type of mapping algorithm, can be implemented statically
by tables and / or dynamically. It can be expanded to include
any size of input integer. In addition, many other mappings
such as using powers of two can be constructed [20].

When a table is used for mapping, the table size depends on
the block size. Hence, there there are several implementation
trade-offs. Large blocks might require large tables. On the
other hand, a dynamic mapping procedure might require
extensive computation. In consideration of several alternatives
to the mapping procedure including using powers of two (an
additive representation of integers) as the way to map integers
to expressions, we have decided that a combination of a table
on the encoder side and a table along with a computation of
an index to the table using factors of primes (a multiplicative
representation of integers) on the decoder side, is a cost
effective solution. In the future, we plan to further look at
other mapping methods including additive methods such as
powers of two.

C. General Usage

The process of using a prime-based mimic function as
a steganography tool is shown in Figure 1. Suppose that
Alice wants to send a secret message to Bob using our
approach. Before transmission, Alice segments the message
into blocks.2 Sequentially, each block, interpreted as the binary
representation of an integer, is mapped by the prime-based
mimic function into a covert message referred to as a “valid
sentence”, and transmitted to Bob. Bob can processes (parse)
the covert message and recover the original message using the
inverse function of the same prime-based mimic function.

Prime-based
Mimic Functions
(Apply productions)

4 2 3 6

Message

{2,2,1}

{2,1}

The Sender (Alice)

Prime-based
Mimic Functions

4 2 3 6

The Receiver (Bob)

Message

valid sentence

Fig. 1. The general approach of the proposed method.

D. Assessment Metrics

Perplexity: Perplexity is the most relevant metric of properties
of a language model for this research. An intuitive definition
of perplexity is as a measure of “surprise.” In the context
of language, unconventional or erroneous use of syntax and
semantics in expressions carries more self information andis
more “surprising” than the level of surprise associated with
expressions that are generated using conventional syntax and
semantics. In this context, perplexity can be interpreted as the
“level of surprise” of a language analyzer (a human being or
a machine)when it encounters a specific expression. Formally,
perplexity is defined in the following way:

Perplexity = 2−
∑

n

i=1
p(xi) log2

(p(xi)) (3)

where n is the number of events inX and p(xi) is the
probability of occurrence of eventxi [16]. Low total entropy

2Notice that Alice may encrypt the message before using our approach.



of a sample translates into a low level of uncertainty as well
as a low level of perplexity. Hence, a low perplexity artificial
expression is less surprising. Raising the entropy by a power
of two has a normalizing effect on the logarithm, but still
maintains the proper proportionality where lower perplexity is
equivalent to less surprise.

Secret-to-cover Ratio:The secret-to-cover ratio (STCR) of a
steganography technique is the ratio of the secret message size
to the cover message size. This ratio is a simple measurement
of a steganography technique’s efficiency. For prime-based
mimic functions, the lower bounds of the STCR can be
determined. However, since the construction of the grammar
and mapping algorithm used in a prime-based mimic function
greatly influences the STCR, an exact ratio must be determined
individually theoretically and / or empirically.

The lower-bound of the SCTR is defined as requiring one
symbol in the cover message for each prime factor of the
mapped value obtained from the mapping algorithm. Since
a production in the grammar must have a right-hand side
variable and eventually terminate with at least one symbol,a
single prime factor must be expressed by at least one symbol.

With the strictest definition of a prime-based mimic func-
tion, the upper-bound of the STCR cannot be defined since
the number of possible expressions can be infinite. This lack
of an upper-bound is caused by the traversal of productions
having a prime-cost of 1 arranged in a loop. However, an
implementation would limit the traversal of these productions
and reduce the upper-bound to a finite, yet still possibly large,
value. In fact, in our experiment the STCR exhibited was
between 0.028 and 0.069, a value greater than most of the
steganography techniques described in the literature survey.

Complexity: The overall complexity of our prime-based
mimic function is quite low. Storage of the grammar is based
on the number of productions used and thus linear in space
complexity. The algorithm foroff-line, automatic, construction
of an automaton that accepts lists of production rules and
produces expressions is given in [20]. The algorithm requires
four total passes over the production list per expression [20].
Therefore, the time complexity is4 × p × n, wherep is the
number of productions in the grammar andn is the number
of expressions to create. Sincep is constant, the complexity
exhibits linear growth.On-line the automaton generates ex-
pressions in one pass over a list of production rules. Hence,the
automaton is linear inp. Note that our method does not require
full factorization of large integers, hence the table generation
which is done off-line requires linear time. Generating a
pointer to the decoder table is done on-line by multiplication
and is linear inp. Thus the entire prime-based mimic functions
steganography procedure is linear in time complexity as well.
More details about the procedures and their complexity can
be found in [20].

Robustness: Robustness is the ability of a steganographic
technique to resist modifications to the cover message. At the
symbol level, a prime-based mimic function resists modifica-
tion to the generated cover message if the changed symbols are

part of productions with the same prime-cost. This, however,
has a low probability of occurrence. On the other hand, bit
errors due to channel quality or bit manipulation are likely
to generate invalid expressions detected and flagged by the
decoder. Furthermore, error correction bits and escape symbols
can be used to reduce all possible ways of message changes,
including bit manipulation.

III. E XPERIMENTAL RESULTS

This section describes the implementation details, experi-
ment methodology, and results.

A. Implementation Details and Experimental Methodology

Each prime-based mimic function requires a language defi-
nition to serve as the cover for the secret data. In this research,
we implement a mimic function to produce strings within a
basic arithmetic expression language that contains expressions
such asx=(y+x)/y. We decided to use this example as the first
testbed for our method since it is simple enough and enables
thorough analysis. On the other hand, it is complex enough
to enable identifying problems and issues. A context-free
arithmetic expression language can be defined unambiguously
and easily meets the prime-numbering criteria discussed above
[2]. We define the basic arithmetic language as follows:

GM = ({E, T, F,G,K}, {x, y,+,−, ∗, /, ˆ, $}, {E}, P, ξ) (4)

The setP is given by the following productions:

p0 : E → T p4 : K → x|y p8 : T → T/F

p1 : T → F p5 : E → E + T p9 : F → F ˆG

p2 : F → G p6 : E → E − T p10 : F → F $G

p3 : G → K p7 : T → T ∗ F p11 : G → (E)

where the exponential operation is denoted with a caret charac-
ter (productionp9) and the logarithm operation is denoted by a
dollar sign character (p10). The format of the strings contained
within this language is similar to many of the expressions
found in typical algebra textbooks.

The mapping function ξ is defined by:
{(p0, 1), (p1, 1), (p2, 1), (p3, 1), (p4, 1), (p5, 2), (p6, 3), (p7, 5),
(p8, 7), (p9, 2), (p10, 3), (p11, 1)}. Notice that we have mapped
multiple productions to 1. This is used to simplify the
implementation by mapping only the productions that contain
operational tokens to the set of prime numbers. Furthermore,
weights related to probability of occurrence of productions in
expressions can be associated with the mapping. We plan to
perform future experiments using this feature.

The SRI Language Modeling toolkit (SRILM) is used to
analyze five sets of data encoded by the mimic-coder program:
uncompressed text, compressed text, encrypted text, random,
data, and a file that contains only zeros. Each data set is
analyzed using a 4-bit, 8-bit, and 16-bit blocks. The training
data used is a set of one-hundred arithmetic expressions from
a college algebra textbook. The default language models and



Fig. 2. Perplexities using 8-bit blocks for uncompressed data (Left), encrypted (Middle) and zeroed out data (Right).

parameters presented to the SRILM package were found to
be suitable. The general input chosen for the mimic-coder
program is page 270 of The Memoirs and Letters of Benjamin
Franklin (ML). In this usage, the ML serves as the secret
message while the arithmetic expressions generated by the
program serve as the cover.

The total size of the ML, representative of the uncompressed
data set, is 12,404 bytes. The range of values in the ML
is limited to the printable ASCII characters. The ML is
compressed using gzip compression and produces a data file
of 5,149 bytes. The encrypted data set, created by processing
the ML with ‘openssl enc -aes-256-cbc -salt’, produces a file
larger than the original text at 12,432 bytes. For comparison,
12,404 bytes of random data, 12,404 and 12,404 bytes of zeros
were encoded separately to be analyzed.

The analysis phase compares the geometric and average
perplexities for each respective experiment. Perplexity data
points which are close to the origin of the graph show
low language-model surprise and thus an expected sentence.
The comparison of geometric and average perplexities using
SRLIM has been used by Meng [12] and Taskiran [7] to auto-
matically and accurately identify generated cover-text within
normal text. Measuring both the arithmetic and geometric
averages of perplexity as is important since these features
have distinct contribution to the analysis of acceptance ofan
expression by a language model. Finally, the data sizes before
and after encoding were compared across experiments to test
relationships between block sizes of the mapping algorithm,
the SCTR, and the encoding bit-rate associated with each type
of data.

B. Results

Figure 2 shows the perplexities results for the 8-bit block
size for uncompressed data (Left), encrypted (Middle), and
zeroed text (Right). The geometric perplexity is presentedon
the x-axis while the average perplexity on the y-axis. With
compressed data, we see a tight clustering of data points
within (20, 25) to the origin with no outliers. This shows
that the language model is accepting the sentences with very
little surprise. The encrypted file presents a tight clustering

of data points within (20, 50) to the origin which shows the
language model accepting the sentences with little surprise.
Three outliers are present which represent mapped values of
1 and show both higher geometric and average perplexities.
The zeroed out data have a sparse and roughly linear layout
of data points between (16, 25) and the origin which show
the language model accepting the sentences with very little
surprise. Two outliers are present which represent mapped
values of 1 and show both higher geometric and average
perplexities. The performance of random and compressed data
is close to the performance of the encrypted data and thus are
not shown.

Fig. 3. The Secret-to-Cover ratio.

Figure 3 compares the STCR for the encrypted, random, and
uncompressed experiments. The zero-valued byte experiments
were omitted since they do not transmit any data, and the
compressed file is omitted since it is not “fair” to compare
the SCTR of compressed and un-compressed files. The graph
shows that the 4-bit and 8-bit block sizes have close SCTR
of about 0.03% while the 16-bit block presents an increasee
of about twice in the SCTR (0.069). We attribute the sharp
increase in the 16-bit case to overhead that is inherent in
the algorithm. It affects the relative performance of small
size blocks, and is less apparent in blocks of larger size.
Overall, the combination of resistance to steganalysis and
SCTR obtained is highly competitive (e.g., when compared
to bit plans or NICETEXT [1], [5]).

Figure 4 compares the average bit-rate across a T1 telecom-
munications line for each experiment type and block size. The
graph shows the 4-bit and 8-bit block sizes having similar bit-
rates while the 16-bit block have a doubled bit-rate. The results



Fig. 4. The achievable bit rate (K bits/sec.

trend is similar to the trend in the SCTR with an increasee
of about 50% between 8-bit and 16-bit; which attribute to
algorithm overhead. Overall a competitive combination of
resistance to steganalysis and high bit rate is obtained.

C. Discussion

An important property of our results is the consistent clus-
tering exhibited. The majority of perplexity measurementslie
below a geometric perplexity of 30 and an average perplexity
of 50. When comparing the clusters of perplexity measure-
ments to other external measurements, a prime-based mimic
function performs quite well. When using a highly trained
English-based language model [17]; Katz et al., reported per-
plexity measurements of 80-120 during a comparison of their
language modeling technique and other common techniques.
Another report by Brown [18], found that the Brown linguistic
corpus exhibited a perplexity of 271 and perplexities of 244
and 236 following data interpolation.One reason however, that
the English-based language models exhibit higher perplexities
with test data, is that they use a grammar that is trying to
emulate natural language, while our CFG is intended for a pure
context free language. The analysis of the generated valid and
invalid arithmetic expressions shows that all of the expressions
generated in the ML experiments, with the exception of the
few outliers, exhibit a similar range of perplexities. Addi-
tionally, the experiments with random data and zero-valued
data also exhibit a similar range of perplexities to that of the
generated valid arithmetic expressions. This shows that the
expressions generated by the prime-based mimic function are
statistically close to actual arithmetic grammar.

Finally, considering the strength of the method, we achieved
a competitve SCTR which is higher than most reported results.
Bit plans has a higher SCTR (0.125), but are more volunare-
able to setganalysis.

IV. CONCLUSIONS

This paper has presents a new method for steganography
that is implemented using prime-based mimic functions. Secret
information is encoded in expressions that are accepted by a
context-free grammar in a way that would not raise suspicion
when observed by a human or machine. The method is very
promising and shows a low language model perplexity as well
as a competitive bit-rate / STCR.

In the future we plan to investigate additional/ more com-
licated grammers and additional ways to map integers to
production rules and expressions. In addition, we plan to
investigate the option of using our method in order to embed
data in expressions that are part of “real messages” transmitted
over the media.For example, we would like to use our method
to embed data inside HTML expressions transmitted over the
Internet. Finally, we plan to assess the utility of using proba-
bility weights for production rule selection and the likelihood
of certain valid sentences in raising suspicion (for example,
long sentences).
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